


Because no business 
operates w

ithout risk
Even the m

ost tightly run ships are at the m
ercy of the sea. 

It’s only preparation, skills, and know
ledge that keeps them

 afloat. Your business is no 
different and subject to m

ore sophisticated threat actors than ever before.

A
nd w

ith deeper scrutiny from
 regulators on data privacy and financial crim

e, it has never 
been m

ore im
portant to keep a handle on the threats to your organisation. It is m

ore 
difficult than ever before to identify, assess and m

itigate the m
ulti-dim

ensional threats 
faced by business leaders. This m

eans that you m
ay need to find and build relationships 

w
ith different advisors for each type of risk you face. To save you tim

e and m
oney we have 

created a ‘one stop shop’ of experts, all of w
hom

 we’ve vetted and trust.

W
hat ever risk you face, w

e can help.

It is alm
ost im

possible to fully com
prehend the risks that could affect 

your ow
n business w

hen you’re working w
ithin it, day-in, day-out 

w
hich is w

hy we created the Risk Identifier - a user-friendly w
ay to 

see w
here your greatest risks lie. O

ur service is delivered by specialist 
m

ulti-disciplinary legal and security industry experts w
ho can help you 

to understand your data, people and technology-related risks, and to 
identify the potential consequences of not m

inim
ising or m

itigating 
those risks. Together we can help you to understand w

hat you need to 
do to m

ove forw
ard, securely. 

Specialist advisors netw
ork

O
ur industry-leading team

 offers expertise spanning a full range 
of com

m
ercial legal, insurance and security services, and includes 

individuals w
ith experience at strategic level national security. W

e have 
a deep understanding of the issues w

hich face businesses across various 
m

arkets. To that we add our experience of working w
ith businesses 

operating in the defence and security sector, giving us a unique insight 
into risk assessm

ent and m
anagem

ent.  W
hether your concerns 

relate to protection of data or trade m
arks, addressing com

pliance 
issues, operating w

ithin hostile m
arkets, or you w

ant to produce a risk 
assessm

ent for the Board or your insurer, we have the right people on 
our team

 to help you to understand and navigate your challenges.

W
e take the tim

e to understand your operational and com
m

ercial 
environm

ent and enterprise culture, and bring the technical expertise 
and pragm

atism
 required to identify and m

itigate risks w
herever they 

arise. A
nd if things have already gone w

rong, we can help you get back 
on track, w

hilst repairing your risk system
s for the future.

W
e’ve got your back, w

hatever the challenge.

W
hat w

e can offer



O
ur specialists provide assistance, support, and advice across a num

ber of disciplines, including:

O
ur services

W
e offer the follow

ing services, individually or in com
bination:

• 
C

orporate governance including board and 
shareholder relations

• 
Reputation m

anagem
ent 

• 
Cyber security and data protection 

• 
Insider threats and vulnerabilities

• 
Protection of confidentiality and trade secrets

• 
Protection of Intellectual Property 

• 
Financial regulatory com

pliance 

• 
C

om
petition, international trade and 

sanctions 

• 
Bribery and corruption/ fraud

• 
Im

m
igration/ m

odern slavery

• 
C

orporate and organisational structure 

• 
H

ealth, safety and environm
ental com

pliance

• 
O

perating in foreign hostile m
arkets or 

environm
ents

• 
Supply chain/custom

er due diligence

• 
Strategic and operational planning

• 
Insurance risk assessm

ent

• 
Legal or regulatory com

pliance assessm
ents

• 
Enterprise risk review

s

• 
O

pen Source Intelligence (O
SIN

T) 
investigations

• 
M

anaging investigations and prosecutions

• 
Security assessm

ents (cyber, physical, 
personnel) – holistic or targeted

• 
Policy preparation and review

• 
Security aw

areness training

• 
Strategic and operational advice &

 business 
planning

• 
‘Red Team

’ surveys

• 
Risk discovery workshops

• 
Board reporting

• 
Insurance risk advice

• 
International investigations (including hostile 
environm

ents)



The Risk Identifier tool w
ill help you to w

here your risks and weaknesses lie across a num
ber of disciplines, 

including:

Risk Identifier
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A
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O
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 C
om
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esign Process
C

om
plexity

C
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 V
isibility
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Rem

ote A
ccess

Your results from
 running Risk Identifier w

ill help you to see w
here your risks and weaknesses lie.  U

sing 
those results, we can work w

ith you providing m
ore in-depth diagnostics and advice tailored to your 

business objectives bolstering your defences against threat and risk, helping you operate w
ith confidence 

and exploit future opportunities w
ith greater peace of m

ind.

The Risk Identifier is free to access and use, and does not record any personal inform
ation besides w

hat 
you enter into the fields yourself. The results are personal to you and are not shared w

ith us unless you 
choose to seek our help. A

fter taking the survey, if you have provided your details we w
ill get in touch w

ith 
you to discuss the results and any concerns you m

ight have.

If, in the m
eantim

e tim
e, you w

ant to contact us please em
ail riskid@

hcrlaw.com

V
isit hcrlaw.com

/riskidentifier to find out m
ore and use the service.

W
e work w

ith organisations of all shapes and sizes, ranging from
 SM

Es to large m
ultinationals. O

ur long-
standing relationships across m

ultiple m
arkets gives us an insight into the w

hole range of risk, and an 
understanding of the consequences of disruption.

H
ow

 w
e can help our clients

O
perational Technology 

Security Transform
ation

W
e conducted a holistic assessm

ent of the 
processes and key m

anufacturing sites of 
a global pharm

aceutical com
pany, w

hich 
encom

passed cyber, personnel and physical 
security. The estate included a com

plex 
com

bination of legacy system
s. W

e identified 
the critical vulnerabilities and provided 
the client w

ith a tailored transform
ation 

strategy enabling them
 to im

plem
ent our 

recom
m

endations and bring security risks 
in line w

ith acceptable levels of tolerance. 
The client used this work to springboard an 
ongoing developm

ent program
m

e.

Reputational Risk
A

 $92m
 w

arranty dism
issal

Your reputation is our priority and we view
 

this potential threat in the w
idest sense 

from
 the start of your supply chain through 

to post sale w
arranty. W

e represented a 
m

ultinational aerospace m
anufacturer in 

defence of a $92m
 w

arranty claim
 arising 

from
 the sale of a business in the U

K and 
Thailand. A

 five-week trial in London’s H
igh 

C
ourt resulted in a full dism

issal of alleged 
failure to com

ply w
ith N

A
D

C
A

P standards 
and disclosure of delivery and quality 
delinquencies.



Tailored Em
ployee Education

Forew
arned and forearm

ed

W
e assisted a client going through a 

sensitive tender process, w
here any potential 

reputation dam
age needed to be m

inim
ised. 

W
e identified potential attack pathw

ays 
that could lead to the disclosure of sensitive 
inform

ation and cause reputational dam
age. 

W
e set up an attack team

 to sim
ulate how

 
an insider and investigative journalist work 
target the bid team

 and dem
onstrated 

through m
ultiple stages how

 the attackers 
could achieve their objectives. The output 
of our project w

as a custom
-developed 

training course w
ith interactive videos that 

dem
onstrated to staff how

 the bid team
’s 

people, processes and policies could be 
subverted and lead to a com

prom
ise of 

sensitive inform
ation. 

.

Regulatory Risk
A

 £500k contract protected

W
e acted for a private security sub-

contractor w
ho w

as providing surveillance 
personnel and vehicles to a London-based 
com

pany, retained to protect a foreign Royal 
fam

ily visiting the U
K.  A

 contractual dispute 
between our client and the m

ain contractor 
centred on interpretation of the Private 
Security Industry A

ct 2001; the issue w
as 

resolved by negotiation w
ithout litigation 

and any potential prosecution w
as avoided.  

The issue w
as of significant im

portance to 
the client as it protected a contract w

ith a 
total value in excess of £500,000

.



Security Strategy D
evelopm

ent
N

avigating the path ahead

W
e helped a VC

-backed technology 
com

pany develop a security strategy to 
enable them

 to achieve secure grow
th. W

e 
assessed their security m

aturity, highlighted 
their vulnerabilities and illustrated w

hat 
threats and threat actors posed a credible 
risk. W

e provided the com
pany w

ith detailed 
recom

m
endations enabling them

 to achieve 
target levels of m

aturity at specified stages 
of your com

pany’s grow
th, from

 Series 
A

 funding to an End G
oal stage. O

ur 
recom

m
endations provided a thorough 

im
plem

entation plan, giving them
 insight 

into exactly w
hat they needed to do and, 

m
ore im

portantly, how
 to do it.

Reduced C
ost

A
 £300k prem

ium
 reduction

There are tangible rew
ards for taking 

organisational security seriously, including 
significantly lowering your insurance 
prem

ium
s often recouping the expense 

of advice given. Retaining our Risk 
M

anagem
ent Partner enabled a significant 

U
K-based professional services firm

 to 
introduce a series of expertly-w

ritten policies 
and procedures, w

hich reduced the firm
’s 

Professional Indem
nity Insurance prem

ium
s 

by £300,000
 - from

 £850,000 per year to 
£550,000 per year.

Insider Fraud
A

 £3m
 pre-trial settlem

ent

W
e represented a London-based, 

international private security com
pany 

w
ith contracts to protect U

N
 m

issions in 
A

fghanistan. W
e com

m
enced proceedings 

in the H
igh C

ourt against an A
fghan director 

of the com
pany’s A

fghanistan subsidiary 
based on fraud valued at over £3 m

illion.  
W

e obtained worldw
ide freezing orders 

securing the D
efendant’s assets across 

m
ultiple jurisdictions, along w

ith a passport 
confiscation order that prevented the 
D

efendant leaving the U
K. The case w

as 
settled before trial. 



A
 friendly firm

 w
hich produces w

ork of 
high quality and gets the job done.

C
lient quote in C

ham
bers and Partners, 

2020

“

“

The w
ider risk landscape

O
ur international team

 provides risk analysis reports for com
panies w

ith 
assets, connections or investm

ents overseas in high-risk territories.  For 
exam

ple, one client needed an analysis of forced labour risk in Xinjiang, 
and the team

 w
as able to provide detailed analysis of the legal and actual 

on-the-ground risk.  They have also advised on state secrecy risk, foreign 
exchange, and m

any other country-specific risk areas.

A
n international perspective 

O
ur team

 w
ill audit your current business regulatory risks and help you 

navigate and m
aintain your safe place. W

here m
atters have taken a turn 

for the worse we w
ill assist you to m

itigate your risks and guide you back to 
com

pliance.

H
ealth, safety and environm

ental com
pliance

O
ur corporate team

 advise on directors duties, shareholder conflicts, 
overseas activities, group/subsidiary activity and also specific risks that 
face organisations such as not for profit, com

panies lim
ited by guarantee, 

com
m

unity interest groups and charities.

C
orporate risk

W
e are a fast-m

oving and entrepreneurial 
Top 70 U

K law
 firm

, w
ith nearly 800 staff in 11 

locations across the country.

W
e provide a full range of legal services both 

nationally and internationally. O
ur team

 
com

prises sector experts, m
any of w

hom
 are 

leaders in their field and have been recognised 
w

ith national industry aw
ards. 

W
e regularly com

pete w
ith top London law

 
firm

s, but our m
odel often proves to be m

ore 
flexible and affordable.

w
w

w.hcrlaw.com

W
ho w

e are 

A
 com

m
on problem

 faced by our clients is the w
riting of effective strategy, 

turning that strategy into usable business plans and ensuring that both 
have general risk and security risk m

anagem
ent built into them

 across 
the enterprise.  O

ur team
 of experts, all highly experienced, blend 

know
ledge to help clients overcom

e those problem
s and ensure that their 

organisations are joined up and risk-ready.

Strategic and operational risk

H
arrison C

lark Rickerbys

A
 global consultancy w

ith a m
ission to help 

organisations understand risks to their critical 
assets and im

plem
ent intelligent security.

W
e regularly advise som

e of the m
ost well 

know
n global brands on their risk and guide 

innovative startups scaling up safely and 
securely. 

w
w

w.blacksm
ithsgroup.com

Blacksm
iths



G
et in touch

O
ur com

bined team
 of legal and industry specialists can help you to m

itigate the risk before it 
becom

es a problem
 and also have extensive experience in acting to protect clients w

hen risk has 
given rise to legal challenge.

Richard M
organ

• 
Experienced in litigation risk and exposure to claim

s across a broad spectrum
 of risk categories 

from
 shareholder disputes to breach of contract and m

alicious insider threat

C
lare M

urphy

• 
 Public procurem

ent and supply chain specialist w
ith extensive experience in technology 

disputes and bribery and fraud advice and investigations

Em
m

a H
um

phrey

• 
A

dvising on data protection, G
D

PR and insider risk w
ith experience in D

efence and 
sensitive public procurem

ent bidding

K
am

al C
hauhan

• 
Experienced in investigations and prosecutions for breaches of health &

 safety, environm
ental 

and other regulations across the breadth of industry

D
an H

yde

• 
Expert in cyber and digital currencies law

 and regulation and experienced in advising on 
the legal fram

ework surrounding em
erging technologies

N
ick H

utchings 

• 
A

 leading expert on applied hum
an factors and com

plex threats, w
ith experience in 

addressing strategic security, cyber and C
ounter Terrorism

 issues including for Foreign and 
C

om
m

onwealth O
ffice operations

Paul H
ingley

• 
Extensive com

m
ercial and U

K G
overnm

ent experience including secure clients covering IC
T, 

telecom
m

unications and solution design consultation services

Josh D
eakin

• 
A

 specialist in architecting and im
plem

enting security risk m
anagem

ent program
m

es, 
w

ith very significant experience in critical national infrastructure projects including on 
behalf of the Bank of England

hcrlaw.com
/riskidentifier



Sim
on D

u Boulay

• 
A

n expert in product recall, cyber and intellectual property insurance products and 
risk appetite

Sarah W
oodall 

• 
A

n ex-H
M

RC
 senior civil servant now

 Tax Barrister bringing unique insight into tax legislation and 
practical solutions for organisations facing com

plex tax issues or investigations

O
liver W

eiss

• 
A

n experienced and com
m

ercially m
inded em

ploym
ent law

 specialist advising 
and m

itigating against risk presented by em
ployees, contractors and third 

parties

hcrlaw.com
/riskidentifier

G
eorgia Shriane

• 
 C

om
m

ercially m
inded w

ith a focus on technology and intellectual property to 
deliver strategic advice around the risks organisations face

Steven M
urray

• 
A

n intellectual property specialist, helping businesses safeguard w
hat is theirs 

internally and externally and resolving challenges to assets

Richard W
ilkey

• 
 A

dvises on investm
ent, sales, m

ergers and acquisitions including the associated risks 
and necessary due diligence 

N
icolas G

roffm
an

• 
Experienced in international law, regulation and investigation allow

ing organisations to 
do business w

ithout borders and alive to the risks their business m
odel m

ay present

N
icola Fincham

• 
A

n industry expert in im
port and export regulation and risk, including dual use and sensitive 

m
aterials

Richard Stephens 

• 
A

n expert in security risk and business strategy w
ith particular focus on helping 

organisations to overm
atch the threats they face.  A

 veteran of m
ultiple conflict zones 

and investigations in high-risk jurisdictions, w
ho is adept at harnessing intelligence 

system
s to help m

ake good decisions



w
w

w.hcrlaw.com
 | @

H
C

Rlaw


